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Introduction

Port knocki ng
Passive OS fingerprinting wth pOf
f wknop

| pt abl es string match extensi on
String replacenent patch
Net perf benchmar ks



Port Knocking

| nformation hiding wthin sequences of
connections to closed (or open) ports
Access control nodification

Can be encrypted or shared

Mul ti ple protocols

Rel ative ti1m ngs

Third party | P access

Server side Is totally passive

http://ww. portknocki ng. org
Martin Krzyw nski



Shared Sequence (1)

e Knock client (187.30.30.2):
- tcp/ 1001
- tcp/ 1002
- tcp/ 1003
- tcp/ 1004
- tcpl 22

e Knock server (204.10.10.1):
- opens tcp/ 22



Shared Sequence (2)

e Knock client (187.30.30.2):
- tcp/ 64531
- udp/ 63533
- tcp/ 5001
- tcp/ 5002
-1 cnp echo request
-1 cnp echo request
-(walt at |east 10 seconds)
- udp/ 5003

e Knock server (204.10.10.1):
- opens tcp/ 22 and udp/ 5000 for five
m nut es



Encrypted Sequence (1)

e Knock client (187.30.30.2):
-1 P. four 8 bit values (174.4. 3. 2)
- Port: concatenation of two 8 bit
val ues (5500)
- Protocol: one 8 bit value (1, 6, 17)
- R ndael Dblock size = 16 bytes
-plain text: 174 4 3 2 21 124 6
- cl pher text: 186 242 110 108 160 231
219 80 142 ...
e Knock server (204.10.10.1):
- Speci al range of ports, 8 bits w de
(e.g. 60000-60255)




Encrypted Sequence (2)

e Knock client (187.30.30.2):
- tcp/ 60186
- tcp/ 60242
- tcp/ 60110
- tcp/ 60108
- tcp/ 60160
- tcp/ 60231
- tcp/ 60219

e Knock server (204.10.10.1):
- @ ve access through firewall to
tcp/ 5500 for IP 174.4. 3.2



pof

CS fingerprinting via tcp SYN packets
SYN+ACK fingerprinting
RST fingerprinting

| | bpcap

http://| cantuf.coredunp. cx/ pOf.shtnl,
M chal Zal ewski



Header Fields

tcp SYN fl ag

tcp w ndow si ze
maxi mum segnent si ze

sel ecti ve acknow edgenent OK?
NOP

tcp w ndow scal e

ti mestanp

ttl
fragnent bits
packet size



pOf Signatures

FreeBSD: 4. 4: : Fr eeBSD 4. 4:
1024:64: 1:60: M, NN W, N N, T

Li nux: 2. 4::Linux 2.4/2.6:
S4:64:1:60: M, S, T, NW

W ndow si ze
Initial TTL
Don't fragnment bit
Packet size
TCP options



Iptables Logs

| ptables -A INPUT -p tcp -1 ethO -] LOG
--log-prefix “DROP “ --10g-tcp-options

(1ptables -A INPUT -p tcp -1 ethO -]
DROP)



Iptables Logs; Decoded IP header fields

Source and destination | P addresses
| P dat agram | engt h

Type of service

TTL

|P ID

Fragnent Dbits

Pr ot ocol

Jul 8 03:06:12 orthanc kernel: DROP | N=et hO
QUT=

MAC=00: a0: cc: 28: 42: 5a: 00: 00: 00: 22: 2d: 42: 00: 00
SRC: 192. 168. 10. 3 DST: 192. 168. 10. 1 LEN=60
TOS=0x10 PREC=0x00 TTL=64 | D=6854 DF
PROTO=TCP



Iptables Logs; Decoded TCP header fields

e Source and destination ports
e TCP w ndow si ze
e TCP fl ags

Jul 8 03:06:12 orthanc kernel: DROP | N=et hO
QUT=

MAC=00: a0: cc: 28: 42: 5a: 00: 00: 00: 22: 2d: 42: 00: 00
SRC: 192. 168. 10. 3 DST: 192. 168. 10. 1 LEN=60
TOS=0x10 PREC=0x00 TTL=64 | D=6854 DF
PROTO=TCP SPT=32788 DPT=5500 W NDOW5840
RES=0x00 SYN URGP=0



Iptables Logs; Encoded TCP header fields

e TCP options!!! pOf depends on this.

Jul 8 03:06:12 orthanc kernel: DROP | N=et hO
QUT=

MAC=00: a0: cc: 28: 42: 5a: 00: 00: 00: 22: 2d: 42: 00: 00
SRC: 192. 168. 10. 3 DST: 192. 168. 10. 1 LEN=60
TOS=0x10 PREC=0x00 TTL=64 | D=6854 DF
PROTO=TCP SPT=32788 DPT=5500 W NDOM5840
RES=0x00 SYN URGP=0 OPT
(020405B40402080A006F1D8EOOO0O0O00001030300)



TCP options encoding

e Two formats:
-type (8 bits)
-type (8 bits) [/ length (8 bits) /
value (n-16 bits)

e.d. 020405b4 = MS / 4 bytes / 1460

01
00

NOP
End of options



Decoded TCP options

e OPT
(020405B40402080A00749E860000000001030300)

- M5S = 1460

- Sel ective Acknow edgenent permtted
- Ti mest anp

- NOP

- Wndow Scale = 0



Packet Summary

Length = 60

Don't fragnent bit

TTL = 64

W ndow si ze = 5840

MES = 1460

Sel ective Acknowl edgenent permtted
TI mest anp

NOP

W ndow Scale = 0



What does pOf have to say?

S4:64:1:60:M,S, T, NW

Li nux: 2.4::Linux 2.4/2.6



Other fingerprinting strategies

e [P ID
e Type of Service

“Passive OS Fingerprinting: Detalls and
Techni ques”, Toby Ml er

Xpr obe
http://sys-security.com O ir Arkin



fwknop

| pt abl es | og nessages

Shared or encrypted knock sequences
Mul ti-protocol (tcp, udp, 1Icnp)

P/ network restriction

Rel at1 ve and absol ute port tim ngs
_ocal usernanme i1dentification
Selectable 1 ptables ruleset entry
Access ti neouts

Exact or regex OS match




Implementation

“client/server”

Knock sequences encrypted via R | ndael
sysl og nonitor “knopnd”

nanmed pi pe

syskl ogd and sysl og- ng

Process nonitoring “knopwat chd”
QpenBSD / et ¢/ pf. os

http://ww. ci pherdyne. or g/ f wknop/



Live Demo...



PART II



Iptables string match extension

e Application |ayer 1Inspection
e Boyer-More al gorithm
e« BM MAX HLEN = 1024

| 1 nux/ 1 nclude/linux/netfilter 1pv4/ipt _
string.h



String match interface

Snort SID 940: “WEB- FRONTPAGE
shtm .dlI”

| ptables -1 FORWARD 1 -p tcp --dport 80
--tcp-flags ACK ACK -mstring --string
“/ _vti _bin/shtm .dll” -] LOG --10g0-
prefix “SI D940 ~



String match interface (2)

Snort SID 261: “DNS EXPLAO T naned
overflow attenpt”

| ptables -1 FORWARD 1 -p tcp --dport 53
--tcp-flags ACK ACK -m string --hex-
string “| CD80 E8D/7 FFFF FF|/bin/sh” -]
LOG --log-prefix “SI D261 ~



Iptables targets

-j ACCEPT
| DROP

-j RETURN
-j REJECT

--reject-wth
| cnp- net - unr eachabl e
| cnp- host - unr eachabl e
| cnp- port-unreachabl e

t cp-reset



fwsnort

e Transl ates Snort rules Iinto
“equi val ent” | ptables rules

e String match extension

e /0% translation rate

http://ww. ci pherdyne. org/ fwsnort/



Evasion

Packet fragnentation

Pol ynor phi ¢ shel | code

URL encodi ng

Session splicing (Wi sker)



Snort inline

| nline | DS/ | PS
LI nux bri dge

Netfilter
| 1| bnet

| 1 bl pg



Snort_inline packet decisions

Al ert

Dr op

Re| ect
Repl ace
Pass

content: “/bin/sh”; repl ace:
“/ ben/sh”;



Snort_inline packet journey

(kernel space) packet in ingress iInterface
(kernel space) 1 ptables FORWARD chai n
(kernel space) QUEUE target -> |1 bipqg

(user space) context swtch to Snort _inline
(user space) Snort detection engine

(user space) |iDbipg and packet verdi ct
(kernel space) packet on egress interface



Iptables string maitch patch

|1 nux/ net/ipv4/netfilter/ipt string.c
char * search(char *needl e, char
*haystack, int nlen, int hlen)

W get a pointer to the data!!!

VWhat about checksuns?



Replace string interface

Snort SID 940: “WEB- FRONTPAGE
shtm .dlI”

| ptables -1 FORWARD 1 -p tcp --dport 80
--tcp-flags ACK ACK -mstring --string
“/ _vti_bin/shtml .dll” --replace-string
“/vti_bin/shtm .dab” -] LOG --10g0-
prefix “nullify SI D940 ~




Replace string interface (2)

Snort SID 261: “DNS EXPLAO T naned
overflow attenpt”

| ptables -1 FORWARD 1 -p tcp --dport 53
--tcp-flags ACK ACK -m string --hex-
string “| CD80 E8D/7/ FFFF FF|/Dbin/sh” --
repl ace-hex-string “|4141 4141 4141
41|/ ben/sh” -} LOG --1o0g-prefix
“nullify SI D261



(ker nel
(ker nel
(ker nel
(ker nel
(ker nel

Iptables packet journey

space)
space)
space)
space)
space)

packet on ingress Iinterface
packet nmatch in FORWARD chai n
string match function

dat a repl acenent

packet on egress iInterface



Netperf bencharks

e Net perf
e Data port patch

netperf client _
snort/iptables netperf server




Throughput; 100MB Network

| pt abl es forwardi ng: 1.95MB/s
Snort _inline forwarding: 1.72MB/s
e12% f ast er

| pt abl es repl ace: 1.92MB/s
Snort _Inline replace: 1.72NMB/s
e 10% f ast er

| pt abl es replace and 1 og: 1.53MB/s
Snort _Inline replace and log: 1.02MB/s
e 43% f ast er



Applications?

e | | -defined exploits
e Preserve application | ayer responses
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